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CLAIM AMENDMENTS 

Claims 20-33, 70-80 and 95-98 are pending. Claims 1-19 and 34-69 were previously 
canceled. Claims 89-94 are canceled herein. Claims 20-23, 28-33, 70-72, 74, 79-85 and 87 are 
amended herein. And claims 95-98 are newly added. 



Claims 1-19 (canceled) 

i 20. (currently amended) A digital content encryption and decryption apparatus of a digital 

L content transmission system comprising: 

3 a protocol format generator located at a server location, said protocol format generator 

4 generating a copyright protection protocol by utilizing key information generated in response to 

5 identity characters of a user transmitted to said server location from a terminal unit, said copyright 

6 protection protocol including a header and digital contents, said digital contents being encrypted, said 

7 header having information for decrypting and explaining the digital contents; and 

8 a protocol format decoder located at said terminal unit, said protocol format decoder having 

9 a decryption algorithm, said protocol format decoder storing the key information generated by the 

0 protocol format generator, said protocol format decoder decrypting and replaying the digital contents 

1 according to the stored key information and the information of the header received from the protocol 

2 format generator. 

i 21 . (currently amended) The apparatus of claim 20, wherein the protocol format generator 
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generates a user key by adding the key information to a key generation algorithm and calculates a 
hash value by adding the user key to a hash algorithm, said protocol format generator encrypting a 
temporaryvalidationkeyby 

with the hash value and the encrypted temporary validation key, said key information being formed 
to correspond to said identity characters of the user. 

22. (currently amended) The apparatus of claim 20, wherein the protocol format decoder 
generatesauserkeybyaddingtiiestored key information toakey generation algorithm and decrypts 
a temporary validation key, transmitted within said copyright protection protocol, by using the user 
key, said protocol format decoder decrypting the encrypted digital contents with the temporary 
validation key, said key information being formed to correspond to said identity characters of the 



user. 



23. (currently amended) A digital content encryption and decryption apparatus of a digital 
content transmission system comprising: 

a protocol format generator located at a server location, said protocol format generator 
generating a copyright protection protocol by generating key information using random numbers, 
saidkeymformation correspond 

from a terminal unit, said copyright protection protocol including a header and encrypted digital 

information added to the header; 

said protocol format generator applying said key information to a key generating algorithm 
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to generate a user key utilized to generate a temporary validation key, said temporary validation key 
being encrypted to generate user authorization information, said header including said user 
authorization information; 

a protocol format decoder for copyright protection located at said terminal unit, said protocol 
format decoder receiving and storing said key information and receiving said copyright protection 
protocol; and 

said protocol format decoder generating a second user key in response to the received key 
information, analyzes said user authorization information in response to said second user key to 
determine whether the terminal uni t user is authorized to receive said encrypted digital information, 
and when said terminal uni t user is authorized to receive said encrypted digital information, utilyzing 
utilizing said second user key to decrypt said temporary validation key from said user authorization 
information, the decrypted temporary validation key being used to decrypt said encrypted digital 
information. 

24. (previously presented) The apparatus of claim 23, wherein the protocol format decoder 
generates said second user key by adding the stored key information to a second key generation 
algorithm. 

2 5 . (previously presented) A copyright protection protocol for protecting copyright of digital 
contents, said protocol including a header and the digital contents, said digital contents being 
encrypted, said header including key data for decrypting the digital contents, said key data being 
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randomly generated in response to identity characters of a user transmitted to a host server from a 
terminal unit, wherein said terminal unit receives said protocol from said host server and replays said 
digital contents by decrypting the encrypted digital contents in response to the key data. 

26. (original) The protocol of claim 25, further comprising a field for indicating the size of 
the encrypted digital contents, and an additional information field. 

27. (original) The protocol of claim 25, wherein the header comprises a copyright support 
field for indicating whether the digital contents are under copyright protection, an unencrypted 
header field, and an encrypted header field. 

28. (currently amended) The protocol of claim 25, wherein the header comprises a copyright 
support field for indicating whether the digital contents are under copyright protection, an 
unencrypted header field, a field for indicating the size of the unencrypted header field, an encrypted 
header field, and a field for indicating the size of the encrypted header field. 

29. (currently amended) The protocol of claim 27 or 28, wherein the unencrypted header 
field comprises a copyright library version field, a digital content conversion format field, a key 
generation algorithm field, a digital content encryption algorithm field, a field for indicating user 
authorization information at [[PC]] a personal computer , and a field for indicating user authorization 
information at a replaying device. 
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30. (currently amended) The protocol of claim 29, wherein the field for indicating user 
authorization information at the [[PC]] personal computer and the field for indicating user 
authorization information at the replaying device comprise a field for indicating a hash value of 
[[the]] a user key, and a field for indicating the size of the hash value generated by a hash algorithm, 
a field for indicating a resultant value of an encrypted temporary validation key, and a field for 
indicating the size of the resultant value of the encrypted temporary validation key, respectively. 

31. (currently amended) The protocol of claim 27 or 28, wherein the unencrypted header 
field comprises a copyright library version field, a digital content conversion format field, a field for 
indicating the code of a digital content provider, a key generation algorithm field, a digital content 
encryption algorithm field, a field for indicating the number of users sharing [[PC]] a personal 
computer , a field for indicating the number of users sharing a replaying device, a field for indicating 
user authorization information at the [[PC]] personal computer , and a field for indicating user 
authorization information at the replaying device. 

32. (currently amended) The protocol of claim 31, wherein the field for indicating user 
authorization information at the [[PC]] personal computer and the field for indicating user 
authorization information at the replaying device comprise a field for indicating a hash value of 
[[the]] a user key, and a field for indicating the size of the hash value generated by a hash algorithm, 
a field for indicating a resultant value of an encrypted temporary validation key, and a field for 
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indicating the size of the resultant value of the encrypted temporary validation key, respectively. 

33. (currently amended) The protocol format of claim 27 or 28, wherein the encrypted header 
field comprises a field for an encryption algorithm of the digital content, a field for indicating a basic 
process unit of the digital content, a field for indicating the number of encrypted [[byte]] bytes , and 
a hash value field for a hash value for determining a state of the entire header. 

Claims 34-69 (canceled) 

70. (currently amended) Apparatus for decrypting and encrypting a digital content, 
comprising: 

a terminal unit having a decryption algorithm, said terminal unit transmitting identity 
characters of a user to a service server , receiving and storing [[a]] key information output from said 
service server , receiving a protocol including encrypted digital content output from said service 
server , and decrypting said protocol by using said decryption algorithm and said stored key 
information; and 

[[a]] said service serve r, said service server having an encryption algorithm, said service 
server gene r ating producing said key information co rr esponding in response to said identity 
characters transmitted from said terminal unit, transmitting said key information in a header to said 
terminal unit, encrypting said digital content by using said key information and said encryption 
algorithm, and transmitting said p r o t ocol including [[said]] the encrypted digital content along with 
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13 said heade r, as said protocol, to said terminal unit. 

1 71. (currently amended) The apparatus of claim 70, wherein said terminal unit further 

2 comprises: 

3 a key generation algorithm responsive to said stored key information for generating a user 

1 4 key, the user key being used for generating and confirming user authorization information^ [[by]] 

5 the user key being further used for decrypting a temporary validation key in [[the]] a user 

6 authorization information field of the header, said temporary validation key being used for 

7 decrypting said encrypted digital content. 

1 72. (currently amended) The apparatus of claim 71, wherein said terminal unit further 

2 comprises: 

3 an interface for receiving said key information generated by said service server; 

4 a user authority identifier utilizing said key information for obtaining the user key after 

5 reading the header of the protocol received from the service server and identifying whether said user 

6 is authorized to receive said digital content by analyzing the user authorization information with the 

7 user key; 

8 a temporary validation key decryptor for decrypting said temporary validation key by using 

9 the user key p r ovid e d obtained by said user authorization identifier; and 

10 a digital content decryptor for decrypting said encrypted digital content by using the 

1 1 temporary validation key decrypted by the temporary validation key decryptor. 



-8- 



PATENT 
P55501 



73. (previously presented) The apparatus of claim 70, wherein said service server further 
comprises 

a key generation algorithm responsive to said key information for generating a user key, the 
user key being used for encrypting a temporary validation key generated in response to a user's 
request, the temporary validation key being used for encrypting said digital content, the user key and 
the encrypted temporary validation key being used to generate user authorization key information, 
the header being generated in response to the user authorization key information. 

74. (currently amended) The apparatus of claim 73, wherein said service server further 
comprises: 

an interface for receiving said identity characters [[input]] transmitted from said terminal 

unit; 

a key information generator for genera t ing producing said key information in response to said 
identity characters received by said interface; 

a user key generator responding to said key information for generating said user key; 

a temporary validation key generator for generating said temporary validation key in response 
to a user [[access]] digital content request signal that is input through the interface; 

a user authorization information generator responding to said user key for encrypting said 
temporary validation key to generate user authorization information; 

a header generator responding to said user key for generating a header, wherein said header 
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13 includes said user authorization information; and 

14 a protocol format generator for adding said encrypted digital content to said header to 

1 5 generate said protocol. 

1 75. (previously presented) The apparatus of claim 70, further comprised of a service 

2 sanction agent server connected to said service server for receiving from the service server a signal 
13 concerning digital content fee responding to the transmission of said digital content requested by said 

I ' 4 user, and accumulating said digital content fees responding to said signal into a registered user's ID. 

1 76. (previously presented) The apparatus of claim 70, wherein the terminal unit having a 

2 network access program is connected to a network, public switched telephone network, or a wireless 

3 network. 

1 77. (previously presented) The apparatus of claim 73, wherein said service server further 

2 comprises a database storing a set of identity characters used by said key information generator for 

3 comparison with the user's identity characters in order to determine whether the user is a registered 

4 user. 

1 78. (previously presented) The apparatus of claim 70, wherein said protocol is copyright 

2 protection protocol. 
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79. (currently amended) An apparatus for encrypting and decrypting a digital content, 
comprising: 

a terminal unit having a decryption algorithm, said terminal unit transmitting identity 
characters of a user to a service server , receiving and storing a key information output from said 
service server , receiving a protocol including encrypted digital content output from said service 
server , and decrypting the encrypted digital content included with said protocol by using said 
decryption algorithm and said key information; 

[ [a] ] said service server having an encryption algorithm, said service server transmitting said 
key information to said terminal unit and transmitting said identity characters to a host server, 
encrypting said digital content by using said key information and said encryption algorithm, and 
transmitting said protocol to said terminal unit; and 

[[a]] said host server responding to said identity characters transmitted [[to]] from said 
service server for gen er ating producing said key information, for transmitting said key information 
to said service server, and for storing a set of user identity characters t o b e us e d for comparison to 
the [[user's]] identity characters transmitted to said host server from said service server . 

80. (currently amended) The apparatus of claim 79, wherein said terminal unit further 
comprises: 

a key generation algorithm responsive to said stored key information for generating a user 
key, the user key being used for generating and confirming user authorization information by 
decrypting a temporary validation key in [[the]] a user authorization information field of the header, 
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said temporary validation key being used for decrypting said encrypted digital content. 

8 1 . (currently amended) The apparatus of claim [[79]] 80, wherein said terminal unit further 
comprises: 

an interface for receiving said key information gen er a t ed by transmitted from said service 

server; 

a user authority identifier utilizing said key information for obtaining the user key after 
reading the header of the protocol received from the service server and identifying whether said user 
is authorized to receive said digital content by analyzing the user authorization information with the 
user key; 

a temporary validation key decryptor for decrypting said temporary validation key by using 
the user key provided by said user authorization identifier; and 

a digital content decryptor for decrypting said encrypted digital content by using the 
temporary validation key decrypted by the temporary validation key decryptor. 

82. (currently amended) The apparatus of claim 79, wherein said service server fu r the r 
comprises: 

a key generation algorithm responsive to said key information for generating a user key, the 
user key being used for encrypting a temporary validation key generated in response to a user's 
request, the temporary validation key being used for encrypting said digital content, the user key and 
the encrypted temporary validation key being used to generate user authorization key information, 
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the header being generated in response to the user authorization key information. 



1 83. (currently amended) The apparatus of claim [[79]] 82, wherein said service server 

2 further comprises: 

3 an interface for receiving said identity characters [[input]] transmitted from said terminal unit 

4 and transmitting said identity characters to said host server : 

| key informa t ion gene r ato r r e sponding to said identity characte r s fo r generating said key 

6 information; 

7 a user key generator responding to said key information for generating said user key; 

8 a temporary validation key generator responding to [[a]] said user's acc e ss to said service 

9 serv e r request, for generating said temporary validation key; 

10 a user authorization information generator responding to said user key for encrypting said 

1 1 temporary validation key to generate said user authorization information; 

12 a header generator responding to said [[user]] encrypted temporary validation key for 
n generating the header, wherein said header includes said user authorization information; and 

14 a protocol format generator for adding said encrypted digital content to said header to 

is generate said protocol. 

1 84. (currently amended) The apparatus of claim [[79]] 83, wherein said host server further 

2 comprises: 

3 a key information generator and a database, said database storing said set of user identity 
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characters and corresponding key information, said key information generator checking said data 
base for user identity characters corresponding to the identity characters [[input]] transmitted from 
said interface^ [[for]] said key information generating [said] new key information when it is 
determined that said database does not include a set of user identity characters corresponding to said 
identity characters transmitted from said interface and providing the new key information to said user 
key generator, and when said database does include a set of user identity characters corresponding 
to said identity characters transmitted from said interface and providing, providing the stored 
corresponding key information to said user key generator . 

85. (currently amended) The apparatus of claim 79, further comprising: 

a service sanction agent server connected to said service server for receiving from the service 
server a signal concerning a digital content fee responding to [[said]] transmission of [[the]] digital 
content requested by [[said]] a user, and accumulating the digital content fees, in response to said 
signal, into a memory corresponding to a registered user's ID. 

86. (previously presented) The apparatus of claim 79, wherein said terminal unit is 
connected to a network, public switched telephone network, or wireless network, said terminal unit 
having a network access program to access said service server. 

87. (currently amended) The apparatus of claim 79, wherein said host server furthe r 
compris e s includes a database storing said set of identity characters used by [[said]] a key 
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3 information generator for comparison with the [[user's]] identity characters transmitted to said host 

4 server from said service server in order to determine whether the user is a registered user. 

1 88. (previously presented) The apparatus of claim 79, wherein said protocol is a copyright 

2 protection protocol. 

| Claims 89-94 (canceled) 

1 95. (new) A method of digital content encryption and decryption in a digital content 

2 transmission system, the method comprising steps of: 

3 generating key information using random numbers, said key information corresponding to 

4 identity characters of a user transmitted to a server location from a terminal unit; 

5 transmitting the key information from the server location to said terminal unit; 

6 applying said key information to a key generating algorithm to generate a user key; 

7 generating a temporary validation key in response to a user request signal requesting 

8 downloading of digital information; 

9 encrypting said temporary validation key by utilizing said user key and a key encryption 

10 algorithm to thereby generate user authorization information; 

1 1 generating a header in response to said user authorization information, said header including 

12 said user authorization information; 

13 encrypting the digital information requested by the user of said terminal unit to generate 
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encrypted digital content; 

combining the header and the encrypted digital content to form a copyright protection 
protocol; 

transmitting the copyright protection protocol from the server location to said terminal unit; 
receiving and storing, at said terminal unit, said key information transmitted from said server 
location; 

receiving and storing, at said terminal unit, said copyright protection protocol; 

generating a second user key in response to the stored key information; 

analyzing said user authorization information in response to said second user key to 
determine whether the user is authorized to receive said encrypted digital information, and when said 
user is authorized to receive said encrypted digital information, utilizing said second user key to 
decrypt said temporary validation key from said user authorization information; and 

decrypting said encrypted digital content the decrypted temporary validation key being used 
to decrypt to restore said digital information. 

96. (new) The method of claim 95, further comprising a step of transmitting information 
relating to a service fee to a service sanction agent server, said information being generated when 
said encrypted digital content is transmitted to said terminal unit. 

97. (new) The method of claim 95, further comprising a step of applying said user key to a 
hash algorithm at said server location to generate a hash value, said hash value being added to said 
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header. 

98. (new) The method of claim 97, further comprising a steps of: 
applying said second user key to a hash algorithm in said terminal unit to generate a second 
hash value; and 

comparing said hash value in said header to said second hash value, and when the second 
hash value is determined to coincide with the hash value in the header, the user is recognized to be 
authorized and the temporary validation key is decrypted using the user key. 
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